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THE FUTURE OF CYBERCRIME
Over the next decade, there will be an increase in the internet connectivity speed that will significantly contribute to an overall increase in the volume and speed through which various types of cybercrime are conducted.  Due to the proliferation of the technological enabled devices, systems and services, it will result to an attack surface as well vulnerabilities that malicious actors such as terrorists, fraudsters could capitalize on.  Considering the light speed of technological development, the next decade will see significant development in the computing field as well as data collection storage technologies coupled with the proliferation of devices. This will see an increase in the ability to record, generate, store and manipulate data to the advantage of malicious actors (Bellasio et al., 2020). Further, the increased complexity that will result from the speed at which technology is growing will lead to tracking challenges which will act as a catalyst to malicious cyber activities. As such, it is prudent to argue that the accelerated speed of technological developments will see an increase in cybercrime.
The next decade will be marked by an increase in a combination of threats from cyber criminals, nation states and terrorist organizations. The complexities in terms of tracking that will result from the technological advancements will act as a catalyst for malicious activities. When terrorists are able to conduct fundraising and communicate to each other in different regions through dark websites where they cannot be tracked or monitored rather (Bellasio et al., 2020). As such, the advancement in technology will give potential malicious actors the opportunity to continue their criminal operations with the advantage of the complexities of the technology which makes it difficult to be tracked. Generally, the next decade will see an increase in cybercrime and especially a combination of threats from cyber criminals, nation states and terrorist organizations making the cybercrime situation worse than it is today. 
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